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 ‘NETWorkplace’ 
The Rise of Social Networking on the Job
  

 The Final Installment of Our Four-Part Series This Year on Managing Social Networks in the Workplace

It has been quite a year since ENA first agreed to present this cutting-edge topic.  The developments have come fast and furious, as have the myriad employment issues impacted by those developments.
As you may recall from the Quarterly Editions published earlier this year in our ongoing series on social networking in the workplace, our Winter Quarterly in February detailed a cost-benefit analysis of social media and set out options for employers to manage this new media at work.  In the Spring Quarterly in May, we explored the daunting challenges faced by employers over privacy issues in social media … offering advice on striking the right balance between protecting company information and managing employee privacy concerns.  Our Summer Quarterly in August explained what ENA believes to be the ‘absolute necessity’ for New Jersey business to embrace social media and turn it into an economic advantage. 

In the Fall Quarterly this November, our final installment in the series this year, we are providing to all of our GCs and HR professionals a recap of our most salient points on integrating social media into the workplace dynamic. 
As noted in editions past, the world in which we live and work today has been dramatically changed by the technology we use to communicate with each other, to obtain information, and, of course, to run our businesses.  Millions of people the world over are members of at least one social network and they spend an enormous amount of time online every day adding Facebook friends, ‘connecting’ on LinkedIn, and Tweeting followers.  

Let’s face it … social networking has its advantages.  ENA believes the companies that adopt policies to manage social media in the workplace going forward will enjoy greater productivity now and in the future.   Remember, social networking sites are merely ‘applications’.  A company’s policies on social networking in the workplace must focus not on the applications, but rather on the people who use these sites.  Worldwide, more than 75% of all women online and nearly 70% of all men online visited at least one such site in the past week and these percentages have remained statistically consistent for the most of 2010, according to a recent report from comScore - an Internet research and tracking firm*.
From Interesting Potential to Key Business Strategy
From the employer’s perspective, the viability of social networking as a business ‘tool’ rests in large part on its productivity benefits.  A Company looking to integrate a social networking platform into its workplace needs to be able to move from ‘interesting potential’ to ‘key business strategy’.  Many companies are recognizing the impact of social media and the relative ease within which work colleagues can maintain and even strengthen ties through these networks.  Though collaborative work environments already use these networks in one form or another, the integration of social media into an organization’s business philosophy will reap benefits company-wide … if implemented correctly.    
So what are the options for employers today who seek to maximize productivity through social networks and whose workforce continues to spend more and more time connected to some form of electronic media throughout the day?   We previously addressed three options in the Winter Quarterly, but as social media has exploded across the globe over the course of 2010 – Facebook now boasts more than 550 million subscribers and LinkedIn is growing exponentially – it has become apparent to ENA that there is essentially only one option left for companies now … embrace the use of social media technology, incorporate it into your business model, and let your HR management set clear policies to limit use and access for the protection of both company confidentiality and employee privacy.  
Company Confidentiality and Employee Privacy
Why is ‘employee privacy’ an issue?  And why does ENA talk of balancing worker privacy with the confidentiality of company information?  The reasons are several, but primarily because (1) the NJ Supreme Court has made employee privacy an issue for NJ employers; and (2) employee privacy, in the technology-driven digital-age world in which our businesses run, now goes practically hand-in-hand with protecting the confidentiality of your Company’s trade secrets and other proprietary information.  If your employees can access the Internet at work, even if your policies limit their access to work-related tasks, your Company information is at risk. 

Take note that earlier this year, the New Jersey Supreme Court ruled in Stengart v. Loving Care Agency, Inc., 201 N.J. 300 (2010)* that an employee who used her company’s computer for personal email had a reasonable expectation of privacy in those emails.  We touched on this ‘privacy’ issue in the April 2010 issue of the ENA Monthly NewsFlash (visit our website at www.employmentnewsalert.com to access this issue) and, recognizing its growing significance to social media and the workplace, have expanded our information for you here in this series.
As recently reported by EPIC – Electronic Privacy Information Center – Facebook has made multiple, sometimes conflicting, changes to it’s privacy settings, in turn, affecting the ability of its over half-billion users to adequately protect their personal information.  At first look, you might think “so what”?   But thinking this way would only serve to put your Company’s interests in jeopardy.  
It’s more than likely that most of your employees are on Facebook … many of them probably belong to multiple social networks.  Like it or not, most of your employees access these networks several times throughout the workday.  When your employee’s privacy protections are reduced, ultimately so is your Company’s ability to protect its own confidential proprietary information.  Hence, ‘striking the right balance’ is key to an effective and successful HR social media policy!   
As an aside, EPIC is an organization that focuses on protecting individual privacy rights.  Though ENA views EPIC as a source of consternation for business interests, ENA also believes it would be wise for GCs and HR professionals world-wide to learn of EPIC’s mission in order to know the ‘pulse’ of this ever-evolving area of the law and its impact on appropriate workplace policies. 

Recommendations
As part of an integrated approach, ENA recommends the following:

1.
Protect your Company’s networks and servers with up-to-date anti-virus and malware software, encryption software (if needed), firewalls, and monitoring software for Internet access.  

2.
Implement security and usage requirements, not ‘guidelines’ – be specific!  Employees need to know and understand what they can and cannot do when on these sites during work hours.  They need to know that their online activities are being monitored and recorded and that failure to follow the company’s policies can result in discipline, including termination.
3.
Clearly identify the limits on use and access and provide written policies to employees to ensure they understand that even though the Company is permitting them to access these sites during working hours, the Company reserves the right at any time to access and review all electronic communications on its systems including information on employees’ Internet usage.  Tell them to not expect privacy.

4.
Educate your employees!  Most simply do not realize that their online activities can cause real security and privacy concerns for the Company.  Tell them to not give out personal details online.  Tell them how their actions can affect the Company and affect each of their co-workers in order to give employees a sense of responsibility for the private information they disclose and for what they post online.
It can be done and, in ENA’s view, must be done if your Company is going to remain competitive and your employees productive.  
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